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Remote desktop has become essential infrastructure for small and mid-sized 
businesses (SMBs). It accelerates response times, reduces travel and on-site work, 
and allows small teams to cost-effectively and efficiently maintain and support a large 
roster of servers, endpoints, and cloud resources. That is the good news.

The bad news is that remote desktop is also a high-value target for attackers. It uses 
identity, transport, and configuration layers that, if unsecured and exposed, turn 
reliable paths for productivity into vulnerable paths for intrusion. This white paper 
explores:

•	 How remote desktop works

•	 Various remote desktop risks

•	 How SMBs can address and mitigate these risks

Ultimately, these sections provide a clear, actionable path for SMB IT teams. We see 
how the pieces fit, where the real risks live, and which controls deliver the greatest 
impact with the least friction.



4

As we highlighted a moment ago, for many SMBs remote desktop is essential to IT 
operations. It enables routine maintenance, incident response, and user support; all 
without requiring time-consuming and costly on-site visits.

What’s more, using a standard remote desktop process with encryption, proper 
credential handling, and controlled redirection keeps work consistent, reduces 
unintended differences in settings (a.k.a. “configuration drift”), and accelerates audits. 
For SMBs, well-managed remote access is the foundation for dependable service, 
predictable costs, competitive advantage, and long-term growth and profitability.

While the expansion of remote desktop is positive for SMBs, it also widens the attack 
surface and introduces new points of failure. Direct exposure to the internet, weak and 
reused passwords, missing multi-factor authentication (MFA), and outdated session 
settings create openings for credential theft, brute force attacks, and eavesdropping. 
These risks and their real-world impact on SMB environments will be examined further 
in this white paper. First, it is useful to review how remote desktop works at a technical 
level, including the connection path, authentication sequence, encryption, and the 
policies that govern what can move in and out of a session.

In essence, remote desktop enables an authorized user (e.g., technicians, help desk 
staff, SysAdmins, etc.), to control another machine as if they were sitting in front of it. 
The process is straightforward:

•	 Connect: A remote desktop client opens a network connection to a target system. 
This can be direct (inside the network), or through a gateway/VPN when crossing 
the internet.

THE BUSINESS VALUE OF REMOTE DESKTOP 
RISKS

HOW REMOTE DESKTOP WORKS
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•	 Prove identities and protect the pipe: Before any desktop appears, the server’s 
identity is verified and encryption is implemented. In Windows environments, this 
typically means TLS for encryption and Network Level Authentication (NLA) so the 
sign-in happens over a protected channel.

•	 Stream the desktop: After the secure handshake, the target system sends back 
the live desktop image, and the client sends keyboard and mouse input.

•	 Apply session rules: Policies decide whether clipboard, file, printer, or device 
redirection are allowed. These controls balance convenience and data protection.

There are two common deployment patterns for remote desktop:

1.	 Direct to host (on-network): The client connects straight to the server/workstation. 
This is simple, but should be limited to trusted networks and protected with strict 
policy.

2.	 Gateway or jump host: All remote sessions pass through a hardened entry point 
that enforces MFA, logging, and standard settings, reducing exposure of individual 
systems.

As we can see, remote desktop follows a clear sequence: connect, authenticate 
and encrypt, stream the session, and enforce policies (whether direct to a host or 
through a gateway). However, each step involves decisions and configurations that 
can introduce weaknesses if they are not managed competently and carefully, and 
with the right tools and technologies. The next section explores where risk tends to 
concentrate in this process, and how attackers can take advantage of gaps, mistakes, 
and oversights.

Remote desktop is attractive to attackers for the same reason it is valuable to SMBs: 
it grants powerful, direct access to systems that matter. Most compromises begin 
with ordinary weaknesses — such as exposed services, weak or reused passwords, 
permissive defaults, and missed patches —that are easy to discover and automate at 
scale. The dominant patterns include:

RISK LANDSCAPE: 
HOW ADVERSARIES TARGET REMOTE DESKTOP
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Brute force attacks

Automated guessing against a single account remains common. Beyond the chance of 
success against weak credentials, repeated attempts can cause disruption by locking 
out accounts. Sensible lockout thresholds deter guessing without overwhelming the 
help desk and, when monitored, provide early warning of attack activity.

Password spraying

Password spraying targets many accounts with a small set of common passwords to 
avoid single-user lockouts. It thrives where password policies are inconsistent and 
weak or reused credentials persist. Since it seeks valid logins rather than software 
flaws, this vector is difficult to detect, scalable, and remains a leading cause of breaches.

Man-in-the-middle (MITM) and downgrade attempts

When an attacker inserts infrastructure between the client and the host, traffic can 
be intercepted or altered; especially if certificate checks are weak or legacy settings 
are still enabled. For example, recently the Google Cloud Threat Intelligence report 
described an intrusion campaign that used a MITM proxy to capture credentials and 
hijack sessions.

Public exposure of Remote Desktop Protocol (RDP)

When RDP is accessible directly from the internet on TCP port 3389, it becomes an 
always-on entry point for anyone to probe. Attackers quickly and easily find these hosts 
through mass scanning and search engines that index exposed services. What follows 
is usually automated: password spraying, brute-force attempts against common or 
reused credentials, and scripted tests for known RDP and gateway vulnerabilities. 
Successful logins provide full interactive access, which is then used to disable defenses, 
move laterally, steal data, or deploy ransomware. Even failed attempts create noise 
that can trigger account lockouts and operational disruption.

https://www.verizon.com/business/resources/reports/dbir/
https://cloud.google.com/blog/topics/threat-intelligence/windows-rogue-remote-desktop-protocol
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Credential-driven ransomware intrusions

Contemporary ransomware operations often begin with valid credentials obtained by 
phishing, infostealers, or purchase on the dark web. Once authenticated, adversaries 
use RDP (and other remote services) to move laterally and deploy tooling. Here are 
some recent examples:

•	 Play ransomware, June 2025: Attackers leveraged external-facing services including 
RDP and VPN for initial access, followed by human-operated ransomware activity.

•	 Crux ransomware, July 2025: Attackers gained initial access using valid credentials 
over RDP, then disabled recovery options and deployed ransomware.

•	 Rhysida ransomware, April 2025: A joint advisory notes actors used valid credentials 
to access victim VPN portals, then moved inside the network prior to encryption.

Remote desktop now sits at the crossroads of several shifts in the threat landscape. 
Credential theft has become cheaper and more organized, AI tools have raised the 
volume and credibility of phishing, and hybrid work has kept a substantial share of 
users and systems off the corporate network. At the same time, attackers continue to 
find and test exposed services at scale. For SMB teams that rely on remote desktop 
to keep operations moving, this combination increases the likelihood that a routine 
access path becomes the first step in a serious incident.

Taken together, these pressures show up in day-to-day operations: more sign-in 
attempts from unfamiliar networks, greater reliance on remote connections to critical 
systems, and bigger payoffs for attackers who obtain valid credentials. The following 
five developments highlight where the risk is growing:

EMERGING THREATS AND 
TRENDS SHAPING REMOTE DESKTOP RISK

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-352a
https://securityboulevard.com/2025/07/new-crux-ransomware-emerges-in-three-attacks-this-month/
https://www.cm-alliance.com/cybersecurity-blog/april-2025-major-cyber-attacks-ransomware-attacks-and-data-breaches
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•	 Ransomware targeting SMBs: Recent breach data show ransomware in a large 
share of system-intrusion cases, with a disproportionately high impact on smaller 
organizations. Verizon’s 2025 DBIR links ransomware to 75% of system-intrusion 
breaches, and SMBs experienced ransomware in 88% of breaches. Devolutions’ 
State of IT Security in SMBs 2024–25 Survey report also lists ransomware as a 
front-line concern for SMBs, reinforcing the need to harden remote access and 
identity controls.

•	 Credential-stealing malware: This emerging threat is fueling an underground 
market where working logins are bought and sold. Stolen credentials account for 
16% of initial intrusions, and it is now the second most common vector.

•	 AI-assisted phishing and impersonation: Generative tools raise the volume 
and credibility of social-engineering campaigns, increasing the odds that remote 
access credentials are captured and reused. AI-enabled phishing, deepfake-driven 
scams, and adversary-in-the-middle tactics lower the barrier for attackers.

•	 Hybrid and remote work: Since the pandemic, hybrid and remote work have 
become the norm. Gallup reports that 51% of remote-capable U.S. employees now 
work in a hybrid model, and work from home accounts for roughly one-quarter of 
all paid workdays in 2025. This shift means more endpoints and users operate 
outside the corporate network and depend on remote access for support.

These trends do not change the fundamentals, but they raise the payoff for getting 
the basics right: strong authentication, modern session security, minimal exposure, 
and operational guardrails around privileged access. We explore these further in the 
next section of this white paper.

PRACTICAL REMOTE DESKTOP DEFENSES 
THAT FIT SMB REALITIES
Securing remote desktop in an SMB is about disciplined execution, not adding to an 
ever-growing stack of tools. The goal is to put in place a small number of controls that 
shut down the most common attack paths, can be operated by a lean team (often by 
a single IT pro), and produce evidence that stands up to audit. The guidance below is 
selected for its impact and practicality: each item reduces real risk, is straightforward 
to maintain, and scales as the environment grows.

https://www.verizon.com/business/resources/reports/dbir/
https://cdn.devolutions.net/documents/survey-report/state-of-it-security-in-smbs-2024-2025.pdf
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
https://www.gallup.com/workplace/694361/hybrid-work-retreat-barely.aspx
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•	 Lockout policies that deter guessing without disrupting operations: Set 
account lockout thresholds that discourage automated attempts while limiting 
accidental lockouts. Pair thresholds with a clear unlock process and monitoring so 
attack-driven activity is identified and addressed quickly. Calibrate by role and risk 
rather than using a single value for every account.

•	 Secure session establishment by default (TLS and NLA): Require server 
authentication and encryption before any desktop appears, and require 
authentication at the network level rather than at the Windows logon screen. 
Prefer TLS with CredSSP and NLA, and disable legacy modes and weak ciphers to 
prevent downgrade attempts.

•	 Make MFA mandatory on every remote path: Stolen or guessed passwords 
remain the most common foothold. Place MFA at the point where sessions begin: 
VPNs, Remote Desktop Gateways, identity providers, and privileged access tools. 
Limit and log any break-glass accounts, and regularly test these procedures.

•	 Remove or strictly limit internet exposure: Treat direct exposure of TCP 3389 
as an exception that requires business justification, monitoring, and a defined end 
date. Use VPNs, identity-aware proxies, gateways, or jump hosts that enforce policy, 
record activity, and integrate with MFA. If temporary exposure is unavoidable, 
restrict by source address and time window, and enable alerts.

•	 Enforce least privilege and just-in-time access: Replace standing administrator 
rights and shared accounts with role-based access and time-limited elevation. 
Require approvals for sensitive systems. Rotate or check in credentials after use to 
reduce the value of stolen passwords and constrain lateral movement.

•	 Instrument and alert on meaningful signals: Collect and review sign-in metrics, 
including successes and failures, source networks, geographic locations, and user 
agents. Also create alerts for patterns that could indicate abuse, such as many 
accounts failing with a few passwords, sudden spikes in failures, logins from new 
countries, or activity outside expected hours. Send  alerts to responders with 
clear context and next steps, and suppress low-value noise to keep attention on 
actionable events.

•	 Prioritize patching of authentication components: Keep RDP clients and 
servers, RD Gateways, domain controllers, and identity providers current. Updates 
to authentication and encryption stacks often remove entire classes of attack. 
Treat these updates as urgent change-control items, not background tasks.
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•	 Control data movement during sessions: Decide in advance whether clipboard, 
printer, smart card, and drive redirection are permitted. Set the default to off, allow 
by exception, and log usage. Apply stricter rules to administrative sessions than to 
end-user support where appropriate.

These practices align to the life cycle of a remote session. They protect identities 
before a connection is established, harden the session while it is active, and limit what 
an attacker can do if a credential is compromised. Applied together, they create a 
consistent operating model that improves security, supports compliance, and keeps 
day-to-day administration efficient.

The next and final section explains how Devolutions’ Remote Desktop Manager (RDM) 
turns this baseline into day-to-day practice for SMBs. We focus on how it delivers a 
single, repeatable remote desktop workflow that strengthens security and accelerates 
administration, while aligning with the realities of lean teams and limited budgets.

HOW DEVOLUTIONS RDM TURNS BASELINE 
INTO PRACTICE
Defining a secure remote access baseline is only the first step. Executing it the same 
way, every time, is the real challenge for SMBs. Disconnected tools, manual credential 
handling, and per-session tweaks create inconsistencies that raise risk and slow work.

Devolutions’ RDM addresses this operational gap by standardizing how sessions are 
launched, how credentials and secrets are protected, and how access is governed, 
recorded, and reviewed. Here is an overview of key functions and features that support 
this critical objective:

•	 Centralized credentials with secure injection: RDM stores credentials in 
encrypted vaults and injects them into RDP and other protocol sessions so 
passwords are not revealed on screen or copy‑pasted. Credentials can be linked 
to many entries and rotated centrally without editing each connection, reducing 
sprawl and human error.
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•	 Role‑based access and approvals: Granular permissions at the vault, folder, 
and entry levels align access with responsibility; sensitive connections can require 
approvals before launch, making least‑privilege practical for small teams.

•	 MFA at the control point: RDM supports multifactor authentication on data 
sources, ensuring that vault access — and therefore the ability to launch remote 
sessions — requires a second factor.

•	 Privileged access without standing secrets (with Devolutions PAM): Integration 
with Devolutions PAM adds check‑out/check‑in of privileged accounts, automatic 
rotation on check‑in, and just‑in‑time privilege elevation, shrinking exposure 
windows.

•	 Comprehensive logging, reporting, and audits: RDM records who accessed 
what, when, and from where; it can display live connections and export reports for 
audits or investigations. Devolutions Server and Hub expand central reporting and 
audit features for teams that require organization‑wide oversight.

•	 Strong protection for data at rest: RDM uses modern, public cryptography 
and supports FIPS‑aligned encryption on compatible systems. Security Provider 
options can encrypt shared data‑source content itself, so an attacker would need 
both the database and the provider secret to read anything.

•	 Works with existing PAM tools: Where an external privileged access manager 
already exists, RDM can integrate and inject PAM‑brokered credentials directly 
into remote sessions, centralizing the operator workflow.

The net effect is consolidation: one console for launching secure sessions, governing 
secrets, enforcing policy, and proving control. For SMBs balancing risk and speed, 
this is often the fundamental difference between “policy on paper” and measurable 
outcomes.

Remote desktop is central to IT operations in many SMBs. Securing it requires a 
focused set of decisions that close the most common attack paths, can be executed 
by a lean staff, and are straightforward to verify. The goal is to put reliable, repeatable 
controls in place that reduce risk, support audits, and keep daily work on track.

THE FINAL WORD
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If strengthening remote desktop security is on your SMB’s roadmap, then the path 
forward is to validate RDM’s functionality and controls in your environment. The 
options below provide clear, risk-free ways to confirm fit before committing:

•	 Start a 30-day free trial of RDM: Request an evaluation license and test end-
to-end secure remote desktop: centralized connection entries, credential vaults, 
RBAC, MFA/SSO at session launch, policy-based redirection, and session recording 
with audit trails. Use the trial to confirm that security and administration can 
be delivered in one workflow. You can also deploy desktop clients on Windows, 
macOS, and Linux, and mobile apps on iOS and Android, so that secure RDP and 
other remote protocols can be exercised across the same device mix used for 
support.

•	 Schedule a live demo focused on secure remote desktop: Have a product 
specialist walk your team through workflows such as credential injection, just-in-
time access, approvals, recording and redaction, reporting, and policy templates, 
which are mapped to your remote desktop use cases.

•	 Run a guided proof of concept (POC): Execute a structured evaluation (typically 
30 to 90 days with minimal time investment on your part). Validate secure remote 
desktop workflows in production-like conditions, document outcomes, and finalize 
deployment and governance decisions.

NEXT STEP

Devolutions’ RDM turns remote desktop security from a checklist into a reliable daily 
practice. It centralizes remote desktop connections and credentials, enforces MFA 
at session launch, and applies approvals, automatic rotation, and full audit trails to 
every remote desktop workflow. Administrators open secure RDP sessions the same 
way every time, with less manual effort and fewer errors. RDM also deploys quickly, 
integrates with existing stacks and PAM solutions, and scales as remote desktop usage 
grows. For SMBs, the end result is stronger protection for remote desktop access, 
faster support, cleaner audits, and a clear return on spend.


